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Ki-yeol Yoon, Korea Insurance Development Institute

We can say that every industry dealing with customers processes personal informations. In particular, the
insurance industry needs accurate information of policyholders, insured persons, and beneficiaries in
order to maintain insurance organizations, accurately calculate insurance rates, and pay insurance money.
The accurate information is personal information, that is, information relating to a living individual.
However, if a data controller (an insurance company), rather than a data subject, misuses or abuses
personal information, it can violate the rights of the data subject. Therefore, balancing the use and

protection of personal information is an important task for the insurance industry.

At first glance, the personal information protection legal systems in Korea and Japan have many similar
aspects. There are general laws that protect personal information[Personal Information Protection
Act(fill NG R # %) of Korea, Act on the Protection of Personal Information (fifl A f#R o £%3# 12 B¢
% 1514 of Japan] and various special laws exist depending on the field (for example, Credit Information
Use and Protection Act of Korea, Act on the Protection and Use of Location Information of Korea). In
both countries, the consent of the data subject occupies an important position in the processing of
personal information, and the transfer of personal information abroad is handled carefully. They are
highly regarded for their personal information protection, so the European Commission has adopted its
adequacy decision on Japan and Korea in turn, allowing personal data to flow freely between the

European economy and Japanese/Korean economy on the basis of strong protection guarantees.

However, on the other hand, there are many differences in the personal information protection legal
system between the two countries. A lot of constitutional scholars in Japan agree with the theory of
Information Privacy (Data Privacy). But the Supreme Court of Japan does not recognize the right to
control self-information(H 2 & = ~ + v — L), but only recognizes the freedom to disclose personal

information to third parties, which is also confirmed in the recent decision on the My Number System.

The Constitutional Court of Korea recognizes the right to one’s own personal information(the right to
self-determination of personal information, similar to das Recht auf informationelle Selbstbestimmung
of Germany) as a constitutional right. The right to control/determine one's own personal information is
a right of the subject of the information to personally decide when, to whom or by whom, and to what
extent his or her information will be disclosed or used. It is a basic right, although not specified in the
Constitution of Korea, existing to protect the personal freedom of decision from the risk caused by the

enlargement of state functions and info-communication technology.



There are not many countries where personal identification number is established by law. Giving
individual citizens a non-overlapping number makes it convenient for states that collect taxes, enforce
welfare policies, or even combine and analyze data. However, on the other hand, data surveillance by the
state or large corporations may become easier and people's privacy may be at risk of being violated.
Therefore, each state hesitates to legislate personal identification number, and Korea's Resident

Registration Number System and Japan's My Number System are exceptional legislative examples.

Japan's My Number System is being introduced slowly and carefully. This system was implemented in

2016 and is increasingly spreading due to the efforts of the authorities.

The Individual Number can be used only in the fields related to social security system (#f: £ {R[%),
taxation(Fi) and disaster control measures (5 =X}, so is not yet widely available in private companies.
Insurance companies do not seem to use Individual Numbers as a tool to manage customer information,
but to use them for comparison with information from tax offices when paying insurance money. Recently
a citizen whose Individual Number had been registered claimed that the Act on the Use of Numbers to
Identify a Specific Individual in Administrative Procedures(fTB(F-#i 1< 351 % FFE DN % il 3 5 72
B DO HFH OFIFHEEICBE S % 754 was unconstitutional, but the Supreme Court of Japan ruled that the
act of an administrative agency using or providing specific personal information in accordance with the

Act cannot be said to be the disclosure of the information to a third party carelessly.

Korea's Resident Registration Number (RRN) was introduced as a 12-digit number in 1968 and settled
as a 13-digit number in 1975. It is a unique number given to each citizen, and does not overlap each
other, but is enforced by law(Resident Registration Act). At that time, the idea of privacy and protection
of personal information was not yet strong, so the RRN was actively used not only in various
administrative functions but also in private companies because of its convenience in identifying
individuals. Over the years, with the development of information and communication technology,
concerns have grown that privacy may be seriously violated if RRNs are leaked or misused, and there
have indeed been several mass leaks of the RRNs. As a result, regulations on the processing of RRNs in
the Personal Information Protection Act are getting stronger. But insurance companies are still allowed
to process RRNs in accordance with the laws and decrees, and when signing insurance contracts, the
RRNss of the policyholder, etc., are legally collected and processed by the companies. However, the RRNs
should be encrypted so that employees of insurance companies cannot easily access them, and should be

processed in an internal network system separate from the external internet network.

Similar and different efforts of Korea and Japan to balance the use and protection of personal information

in the insurance industry will be considered to be beneficial references for each other.
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